i .‘

.28 CENTRIPETAL

"

WHY CRITICAL NATIONAL INFRASTRUCTURE PROVIDERS
NEED CYBER THREAT INTELLIGENCE

What is Critical National Infrastructure [CNI)?

lts key sectors include:

ENERGY TRANSPORTATION EMERGENCY SERVICES COMMUNICATIONS FOOD & AGRICULTURE DEFENSE0

The risks

of CNI organizations have detected cyber attacks on their
OT/ICS environments ®

of CNI security leaders find that multi-vendor environments
make it more challenging to secure their organization®

L 4 8 cited disjointed architecture across OT and IT
| ' o

environments as a top security concern

The impact

of crltlcal infrastructure providers in the US, UK, Germany,
Australia, Mexico, and Japan have fallen victim to a cyber attack
In the past two years

Some recent high-profile attacks on CNI and their consequences:

2020 NTT Communications attack 4RPARele]gslo] =1 - I[-1p1 {06 E1 =R ] Ce °
2021 Colonial Pipeline attack MR ERS Ll A Ll
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! https://www.cisa.gov/critical-infrastructure-sectors

2 https:/www.bridewellconsulting.com/majority-of-cni-organisations-experience-successful-cyber-attacks-despite-strong-confidence-in-security
3 https:/www.infosecurity-magazine.com/news/over-80-cni-firms-breached-past-36/

4 https:/www.infosecurity-magazine.com/news/over-80-cni-firms-breached-past-36/

® https:/www.intelligentciso.com/2020/11/24/powering-up-cybersecurity-to-protect-cni/#

® https://www.firstpoint-mg.com/blog/analysis-of-top-11-cyber-attackson-critical-infrastructure/

" https://www.firstpoint-mg.com/blog/analysis-of-top-11-cyber-attackson-critical-infrastructure/

8 https://www.vox.com/recode/2021/6/1/22463179/jbs-foods-ransomware-attack-meat-hackers
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{J8 CENTRIPETAL Centripetal CleanINTERNET protects your customers, your partners,
and your reputation with real-time, simplified cyber threat intelligence.

Our solution creates a Zero Trust environment for CNI providers, bi-directionally shielding malicious threats to
proactively prevent network infiltration and data exfiltration.

Get instant and effortless visibility across your network with Centripetal CleanINTERNET.
To find out more, call us on 571-252-5080 or get in touch with the Centripetal team on our website.

centripetal.ai




